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Abstract— Network security is protection of the files
which can be stored information in network against
hacking, misuse. Network security involves the
authorization or access to data which is controldthe
network administrator. Users are assigned an ID and
password or other authenticating information thdbas
them access to information and programs within rthei
authority. Today anyone person can become a hacker
which downloading tools from the internet. Nowadays
security is becoming vital in case of networkingéese
everyday a new kind of attack is generated whiaddeo
compromise our network and have security in netvierk
decreasing because of increase in number of attdoks
this paper we have shown the comparison between
different types of attacks in a network in a talbditam.
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.  INTRODUCTION
The world is becoming more interconnected with the
Internet and new technology by networking. In this
security issue is that which to protect data whéeh be
stored into computer. Network security is typically
handled by a network administrator or system
administrator who  implements  the security  policy,
network software and hardware needed to protect a
network and the resources accessed through theorietw
from unauthorized acceddlany network security threats
today are spread over the Internet. The most common
include: Viruses, worms, and Trojan horses,
Eavesdropping, Data Modification, IP  Spoofing,
Password Based Attacks, Denial of service AttacknM
in the Middle Attack, Compromised Key Attack,
Phishing, Trojans, Sniffer Attack. There are diffetr
kinds of attacks in the network security which dam
discussed below.

II. ATTACKS IN NETWORK SECURITY
Two types of attacks in network security which ae
following:-
1. Active Attack
In active attack,the attacker tries to bypass or break
information into secured systems. This attack caddne
through worms, Trojan horses, or Viruses. Activiacits
can be included to break protection of features tnd
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modify the information. These attacks can be ingdlv
modification of data stream or creation of a fateam.
Replay of this attack which can be used to captficata
unit and retransmission for an unauthorized effétiis
attack can be easy to detect because attacks twanaal
data. Result of this attack is that disclosureatfdiles or
modification of data.

Types of Active Attacks

1. 1 Denial of Service (DOS) attack

A Denial of Service (DOS) attack is aimed that to
preventing authorized on the network. The Denial of
Service (DOS) attack is not aimed at to collectindata.
Aimed of denial of service is that to preventing
authorized, legitimate users from using computerthe
network normally. Denial of Service (DOS) attack dme
used to sending the invalid data to the application
network services until the server hangs and thewplgi
crashes a system. Denial of Service is an attacnwie
system is to receiving too many requests but caratotn

the communication with the requestors.

1.2 IP Spoofing

IP Spoofing also known as IP address means that the
address of the trusted computer is to gain thesaookthe
other computers. The identity of the intruder ishe
different by making detection which can be hiddexw a
prevention of this attack is difficult. The intrudean be
also use the valid address of the IP or to moddiad
Administrators and Users can be used to protect
themselves and their networks by implementing or
installing the firewalls that can block the outgpipackets
with the addresses of sources that can be diftan fthe

IP addresses of the internal network or user’ cdampu

1.3 Man-in-the-middle attacks

Man-in-the-middle attack is the form of eavesdrogpi
where the communication between two users is metlifi
or monitored by unauthorized party. In the procéss,
original parties appear to normally communicate nhta
the-middle attack involves an attacker by inserting
themselves which can be communicating between two
parties. The attacker could also modify the messéage
transit. This attack spoofs the opposite party #mat
parties believe and they are talking to the othgreeted
party. Man-in-the-middle attacks are assuming your
identity in order to read your message.
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1.4 Masquerade

To pretend to be someone else. This could be lgggin
with a different user account to gain extra prigés. For
example, a user of a system steals the System
Administrators username and password to be able to
pretend that they are them.

2. Passive Attack

A passive attackmonitors the unencrypted traffic and
then looks for clear-text passwords and other typies
attacks can be used in sensitive information.sivas
attacksinclude monitoring of unprotected
communications, traffic analysis and capturing
authentication information such as passwords. Rexul
passive attack is that to disclosure of data fias
information to an attacker without the knowledgettod
user. The goal of passive attack is to obtain the
information that is being transmitted. Passivecittean

be detect to difficult, because these type of atteddus’t
alter data, can be prevented, rather than delteate of
encryption.

Types of Passive Attacks

2.1 Eavesdropping

Network sniffing or network Eavesdropping is avmetk
layer attack which consisting of capturing packietsn
the network which can be transmitted by other cdemsu
and reading the data content in search of sensitive
information like session tokens ,passwords, orking of
confidential information. These attacks based on
cryptography without strong communication services,
your data can be read by others as it traverses the
network. It is referred as snooping or sniffing whe
attacker is eavesdropping on your communication.

2.2 Traffic Analysis

If information is encrypted, it will be more diffitt to
read the information being sent and received, het t
attacker simply observers the information, andstrie
make sense out of it; or to simply determine thentdy
and location of the two communicating parties.

2.3 Network Analysis

To simply monitor the transmission between twoipart
and to capture information that is sent and reckivée
attacker does not intend to interrupt the sendceause

an effect, but to only read the information.

3. Other types of attacks

3.1 Viruses

Viruses are selfreplication programs that use files to
infect and propagate. Once a file is opened, theswill
activate within the system. Viruses usually leacdsdme
sort of data loss or system failure.

There are numerous methods by which a virus can get
into a system:
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» Through infected floppy disks
* Through an e-mail attachment infected with the
virus
e Through downloading software infected with the
virus

3.2 Phishing Attack
In phishing attack the hacker creates a fake webtlsat
looks like a popular site such as the SBI bank e Th
phishing part of the attack is that the hacker themds an
e-mail message trying to trick the user into clickia link
that leads to the fake site. When the user attetoplsg
on with their account information, the hacker relsothe
username and password and then tries that infaymati
the real site.
3.3 Sniffer attacks
A sniffer is a device or an application that cannitar,
read or capture network data exchanges and that rea
packets of network. A sniffer provides a full vie# the
data inside the packet, if the packets are notypted.
Even encapsulated packets can be read unless akehbr
open then they are encrypted and the attacker does
have access to the key. A sniffer can analyze your
network and gain information to cause is that &shrthe
system or to become corrupted. This attack
3.4 Password attacks
Aim of Password based attacks is that at guesding t
password for a system until the correct password is
determined. Weakness of primary security is thaickvh
can be associated with password based access Icisntro
that all security is based on the user ID and passw
being utilized. The information of the passworgiiaply
sent in plain text or clear — no form of encryptien
utilized. Remember that network attackers can abtai
password information and user ID and then pose as
authorized users and attack the corporate netwilk.
attacker has the same rights as the real user, @hen
attacker finds a valid user account.
We have selected following attacks and have condpare
the level how much harmful is that attack for our
network:
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II. COMPARISON TABLE

Attacks in the Networks
Comparison
Atiribuiss Eavesdropping Viruses Phishing Sniffer | ManInthe- | IP Spoofing
' Middle
Layer Type Physicallayer | Appheation | Aftack Physical Data Link Transpart
Layzr apamstuser Layer Layzr
Secarity Confidentiality Tntegity | Confenualty | Confidemielity | Tnwegmry | Conidemtilly
Atmributes
Natureof Attack | Donotaffect Do ot Usetogam | Caphuresdata | Secretly Modifies
nomal operation mfect personal froma captes SOUICE
of network computsr | mformation | network mfomation | addressof
TSN ez fortheft between two packst
ET parties
inferted filz Commimicaton
Countermeasures Encryption 10§, 581, TP3ec Strong PKL Strong | Encryption
Frrevall physcal | Authenfication &
secumity Authentication
SSLIP Sec
Causes Modifies data and | Damage a | Disclosws of | Easly read | Read modify | Modiy,
misuges them o | system wsemame. | modifies and | and  delete | delete and
order to ham the | erasmg data, | password and | deletes data | data abnommal | reroute  the
network systems confidential | alters termunation of | mformation
fatline, mformation | configmation | apphication,
Icreasing mfommation | system crash
maintenanc:
woifs
M. CONCLUSION

Network Security is the most vital and important
component of information security because it is
responsible for securing all the information passed
through a Network computer. Overall in this paper w
have given brief comparison between various kind of
attacks and we have compared various types ofkattac
with different parameters like security attributesuses
etc.
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