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Abstract— Network security is protection of the files
which can be stored information in network against
hacking, misuse. Network security involves the
authorization or access to data which is controlled by the
network administrator. Users are assigned an ID and
password or other authenticating information that allows
them access to information and programs within their
authority. Today anyone person can become a hacker
which downloading tools from the internet. Nowadays
security is becoming vital in case of networking because
everyday a new kind of attack is generated which leads to
compromise our network and have security in network is
decreasing because of increase in number of attacks. In
this paper we have shown the comparison between
different types of attacks in a network in a tabular form.
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I. INTRODUCTION
The world is becoming more interconnected with the
Internet and new technology by networking. In this
security issue is that which to protect data which can be
stored into computer. Network security is typically
handled by a network administrator or system
administrator who implements the security policy,
network software and hardware needed to protect a
network and the resources accessed through the network
from unauthorized access. Many network security threats
today are spread over the Internet. The most common
include: Viruses, worms, and Trojan horses,
Eavesdropping, Data Modification, IP Spoofing,
Password Based Attacks, Denial of service Attack, Man
in the Middle Attack, Compromised Key Attack,
Phishing, Trojans, Sniffer Attack. There are different
kinds of attacks in the network security which can be
discussed below.
II. ATTACKS IN NETWORK SECURITY
Two types of attacks in network security which are as
following:1. Active Attack
In active attack, the attacker tries to bypass or break
information into secured systems. This attack can be done
through worms, Trojan horses, or Viruses. Active attacks
can be included to break protection of features and to
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modify the information. These attacks can be involved
modification of data stream or creation of a false stream.
Replay of this attack which can be used to capture of data
unit and retransmission for an unauthorized effect. This
attack can be easy to detect because attacks can alter a
data. Result of this attack is that disclosure of data files or
modification of data.
Types of Active Attacks
1. 1 Denial of Service (DOS) attack
A Denial of Service (DOS) attack is aimed that to
preventing authorized on the network. The Denial of
Service (DOS) attack is not aimed at to collecting a data.
Aimed of denial of service is that to preventing
authorized, legitimate users from using computers or the
network normally. Denial of Service (DOS) attack can be
used to sending the invalid data to the applications or
network services until the server hangs and then simply
crashes a system. Denial of Service is an attack when the
system is to receiving too many requests but cannot return
the communication with the requestors.
1.2 IP Spoofing
IP Spoofing also known as IP address means that the
address of the trusted computer is to gain the access of the
other computers. The identity of the intruder is to be
different by making detection which can be hidden and
prevention of this attack is difficult. The intruder can be
also use the valid address of the IP or to modify data.
Administrators and Users can be used to protect
themselves and their networks by implementing or
installing the firewalls that can block the outgoing packets
with the addresses of sources that can be differ from the
IP addresses of the internal network or user’ computer.
1.3 Man-in-the-middle attacks
Man-in-the-middle attack is the form of eavesdropping
where the communication between two users is modified
or monitored by unauthorized party. In the process, two
original parties appear to normally communicate. Man-inthe-middle attack involves an attacker by inserting
themselves which can be communicating between two
parties. The attacker could also modify the messages in
transit. This attack spoofs the opposite party and that
parties believe and they are talking to the other expected
party. Man-in-the-middle attacks are assuming your
identity in order to read your message.
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1.4 Masquerade
To pretend to be someone else. This could be logging in
with a different user account to gain extra privileges. For
example, a user of a system steals the System
Administrators username and password to be able to
pretend that they are them.
2. Passive Attack
A passive attack monitors the unencrypted traffic and
then looks for clear-text passwords and other types of
attacks can be used in sensitive information. Passive
attacks include
monitoring
of
unprotected
communications, traffic analysis and capturing
authentication information such as passwords. Result of
passive attack is that to disclosure of data files or
information to an attacker without the knowledge of the
user. The goal of passive attack is to obtain the
information that is being transmitted. Passive attack can
be detect to difficult, because these type of attacks don’t
alter data, can be prevented, rather than detected, use of
encryption.
Types of Passive Attacks
2.1 Eavesdropping
Network sniffing or network Eavesdropping is a network
layer attack which consisting of capturing packets from
the network which can be transmitted by other computers
and reading the data content in search of sensitive
information like session tokens ,passwords, or any kind of
confidential information. These attacks based on
cryptography without strong communication services,
your data can be read by others as it traverses the
network. It is referred as snooping or sniffing when
attacker is eavesdropping on your communication.
2.2 Traffic Analysis
If information is encrypted, it will be more difficult to
read the information being sent and received, but the
attacker simply observers the information, and tries to
make sense out of it; or to simply determine the identity
and location of the two communicating parties.
2.3 Network Analysis
To simply monitor the transmission between two parties
and to capture information that is sent and received. The
attacker does not intend to interrupt the service, or cause
an effect, but to only read the information.
3. Other types of attacks
3.1 Viruses
Viruses are self ‐replication programs that use files to
infect and propagate. Once a file is opened, the virus will
activate within the system. Viruses usually lead to some
sort of data loss or system failure.
There are numerous methods by which a virus can get
into a system:
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•
•

Through infected floppy disks
Through an e-mail attachment infected with the
virus
• Through downloading software infected with the
virus
3.2 Phishing Attack
In phishing attack the hacker creates a fake web site that
looks like a popular site such as the SBI bank . The
phishing part of the attack is that the hacker then sends an
e-mail message trying to trick the user into clicking a link
that leads to the fake site. When the user attempts to log
on with their account information, the hacker records the
username and password and then tries that information on
the real site.
3.3 Sniffer attacks
A sniffer is a device or an application that can monitor,
read or capture network data exchanges and that read
packets of network. A sniffer provides a full view of the
data inside the packet, if the packets are not encrypted.
Even encapsulated packets can be read unless and broken
open then they are encrypted and the attacker does not
have access to the key. A sniffer can analyze your
network and gain information to cause is that to crash the
system or to become corrupted. This attack
3.4 Password attacks
Aim of Password based attacks is that at guessing the
password for a system until the correct password is
determined. Weakness of primary security is that which
can be associated with password based access control is
that all security is based on the user ID and password
being utilized. The information of the password is simply
sent in plain text or clear – no form of encryption is
utilized. Remember that network attackers can obtain
password information and user ID and then pose as
authorized users and attack the corporate network. The
attacker has the same rights as the real user, when an
attacker finds a valid user account.
We have selected following attacks and have compared
the level how much harmful is that attack for our
network:
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III.
CONCLUSION
Network Security is the most vital and important
component of information security because it is
responsible for securing all the information passed
through a Network computer. Overall in this paper we
have given brief comparison between various kind of
attacks and we have compared various types of attacks
with different parameters like security attributes, causes
etc.
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