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Abstract— As there is a lot of advancement in the field of
internet or communication technology, we have various
means of storing, accessing and distribution of the data in
the digital format. Due to the rapid advancement in this
field has also introduced many challenges to the
researchers to provide security to the information which is
transmitted over the network. The digital information
circulating over the network also includes the medical
information. In order to provide security, confidentiality
and integrity, the steganographic techniques can be
employed. In the section 1, it gives the introduction about
available hiding techniques; the section 2 explains the
various steganography properties, the section 3 gives the
types of steganographic techniques, the section 4 gives the
applications of steganography, the section 5 gives the
quality parameters to be measured for medical information,
and the section 6 gives the steganographic algorithms
available. Finally the section 7 concludes that to prevent
unauthorized access steganography is the suitable
technique.
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l. INTRODUCTION

Nowadays the technology has rationally developethab
controlling and dealing out of secret data are done
internet because of the common usage of internkeé T
information needs to be transmitted or exchangest the
Internet for many purposes. In some cases we mey te
keep the information confidentially. In such caskesve
directly transmit the information, it may be misddey the
hackers and may be used for illegal purpose. Tadasuch
cases security can be provided for the informatiothree
ways [13].
1. Cryptography
2. Steganography
3. Water marking

Each technique is discussed in brief:
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Fig.1: Hiding Techniques
Cryptography which is also called as cryptology is
actually derived from Greek word kryptos means that
"hidden, secret".
Cryptography [3] can be defined as a techniquetarfrsy
and transmitting data in a particular form so il those
for whom it is intended can read and process inasther
words we can define it as a secret writing or emmpaf
messages in secret code and decoding of the infiema
only by the authorized persons.
Cryptography may again classify as:

1. Symmetric Key Cryptography
2. Asymmetric Key Cryptography

Steganographyis pronounced STEHG-uh-NAH-gruhf-
ee, from Greelsteganos, or "covered," andraphie, or
"writing". It is defined as “hiding of a secret nsage
within a usual message and the removal of it at its
target” [4]. Steganography is used to hide an eedod
message so that no one doubts it exists. |deallyore
glance over our data will fail to know it contains
translated data
Steganography can also be classified as:
1. Linguistic
2. Technical which includes audio, text, video andgma
Water marking is a technique of hiding the
information in a cover image. This technique may be
used to verify the authenticity, integrity or inhet
words can be used to show the owner ship [5]. The
digital watermark can be broadly classified in wt
types:
> Visible watermark
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> Invisible watermark

Among the above three hiding techniques, stegapbgra
plays an important role in providing the security the
information which is exchanged over internet. The
steganography can be implemented as shown below:

Information to he secured

Encrypted data

Data to be hidden

Stego Key

Fig.2: Steganography process

. PROPERTIES OF STEGANOGRAPHY
The following are the some of the key propertiestefjanography
method which will motivate many of us to use théshnique for
protecting the information [1].
Imperceptibility: Imperceptibility is the property in which,
it is very difficult to distinguish between the ginal and
the steganographic image or information.
Data Payload capacity: This parameter defines the amount
of secret data or number of bits that can be iedeir the
message without [9] degrading the quality of thagm
Robustness: It is the parameter used to measure the degree
of withstanding the ability to avoid the destroying the
embedded information without affecting the quatifythe
cover image

Il. TYPES OF STEGANOGRAPHIC
TECHNIQUES
The techniques used to embed the information can be
broadly classified under two categories:
Spatial domain: It is also called substitution method. In this
steganographic technique, the data that is to tdehi is
directly embedded in the pixels of the image. Least
significant bit (LSB) [7 & 8] method is the most gdarly
used spatial domain technique in which it substguthe
least significant bit of original pixel with the &age bit
and the human eye will not be able to detect tlueldn
information in the message. Many other spatial doma
methods are also available such as Code word grgupi
palette generation algorithm, Adaptive Steganograph
Steganography Algorithm using Pattern Matching with
External HardwareRixel Indicatoretc.
Transform domain: this technique is also called frequency
domain technique. In this technique, first the infation or
the message is converted into frequency domain §hd]
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then in to the transformed image, a confidentidghd@n be
hidden.

In order to perform the conversion from time domairio
frequency domain, various techniques are availabtd as
DCT, DWT, and DFT etc. Among all the techniques, DW
yields better results.

V. APPLICATIONS OF STEGANOGRAPHY
Nowadays Steganography is widely used in many
applications. Some of the applications are listeld\:

» Private communication and secret data storing

» Security for data modification

» Access control system for digital content sharing

» And many others

Historically, steganography provides the following:

« Potential capability to hide the presence of pevddta
+ Very hard to detect the hidden or embedded data

« Improving the secrecy of the encoded data

In the field of communication, if we want to trarissome
confidential data, then the first step is to selsome
dummy message depending on the size of the ddtstia
be embedded. Later the confidential data can besdden
in the dummy message using some encryption algosith
along with the key generated. Later to extract the
confidential data, the extraction program can bedusith
the help of the same key which was generated duhieg
process of embedding.

The data that is to be embedded is fragile in nodghe
cases, it means that the embedded data can bedaler
undergoes modification [10] by the unauthorizedipar If

it is altered or modified, it is easily detected Iiye
extraction program.

Nowadays the digital information is becoming more
popular as it can be easily transmitted to manythef
receivers over the internet with free charges.dmes case
the information that we need to transmit is verjughale, in
that case simply transmitting the information mag b
accessed by illegal people and lead to the misfigheo
information. Especially in case of legal cases,pfatection
of information is very important. In such cases, oan
issue a special “access key” in order to extraa th
information at the receiver side which is possibith the
help of steganographic techniques.

Among all the above applications, Medical inforroati
transformation [2] is one of the important applicas
which are playing an important role nowadays.
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When the higher diagnosis is required from a sgistiaho

might be at some remote places, in such cases, the

information or the image needs to be transmitteer akie
internet. The transmitted information may be misuby

some unauthorized persons. In order to avoid such

possibilities, we can employ steganographic teakesgto
protect the information. While applying the tedun, care
should be taken to see that the information orithage
should undergo degradation because a small chantiei
information or image may lead to the misdiagnosisctv
may result in the disastrous result.

Nowadays most of the researchers working on cohaiges
and videos using steganographic techniques. Arcdvedsk
is going on 3D images also.

V. QUALITY METRICS

Some of the quality parameters have to be useddier @o
evaluate the quality of the images. The below pazy
gives the metrics that are usually used to measuee
quality of the images after embedding the infororatinto
the image.

» Peak signal to Noise ration
Structural similarity index

Mean

Median

Bit error rate
Correlation coefficient
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VI. STEGANOGRAPHIC ALGORITHMS

The various algorithms are available to perform the

steganographic process. Some of them are listedwbel
[12]:

Advanced Encryption Sandard: The Advanced Encryption
Standard abbreviated as AES is a symmetric blopkeci
[6] which is first used by the U.S. government iler to
protect classified information and is implemented i
software and hardware throughout the world to eutcry
sensitive data.

It was introduced in the year 1997 as a successbtata
encryption standard DES.

International Data Encryption Algorithm: It is abbreviated
as IDEA which was developed first by Zurich, Switaad.
This algorithm uses a block cipher with 128-bit ke is
considered to be very secure.

SEED: It is a symmetric encryption algorithm develogsd
Korea Information Security Agency (KISA) and a gpoof
experts, in the year 1998. The input/output bloide ©f
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SEED is 128-bit and the key length is also 128-Ait28-
bit input is divided into two 64-bit blocks and thight 64-
bit block is an input to the round function witt64-bit sub
key generated from the key scheduling.

Cipher algorithm: It is a mathematical formula which is
designed specifically to ambiguous the value anderd of
data. Most valuable cipher algorithms use a kepas of
the formula. This key is used to encrypt the datal either
that key or a complementary key is needed to dédhg
data back to a useful form.

VII. CONCLUSION
In the above article we have seen there are madinci

techniques available. One of them is steganography

technique which is widely used. And also we havense
some of the algorithms. Using steganography witheiot
techniques, secureness can be increased
images/information.
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