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Abstract—An Ad hoc network in a wireless system consist
of an autonomous system, without centralization which
results forming of mobile nodes. In MANET, each node
works in a dual form that consists of a router as well as
hosts. These nodes configure dynamically and communicate
using hop to hop. Due to its simplicity it is used in mobile
conferencing, military communication.

In MANET nodes can join and leave the network so MANET
becomes vulnerable. Certain factors like dynamic network
configures, distribution cooperation, open medium
terrorized in routing which give rise to security issues.
Once such protocol AODV has been a victim of security. In
existing, MANET faces a severe problem known as the
Black Hole problem. This Black hole problem is mostly
found in reactive routing protocol called AODV.The black
hole conducts its malicious node during route discovery
process. Black hole node is a severe threat in AODV
protocol that easily employed and becomes vulnerable in
MANET. In this paper various techniques are discussed to
overcome the Black hole attack.

Keywords—MANET, Ad-Hoc, Black Hole attack, RREQ,
RREP.

l. INTRODUCTION
Wireless mobile ad hoc network is a collection afltiple
nodes which incorporates wireless communication and
networks  processing capabilities. These devices
communicate through radio range consisting of @stratter
and receiver at both the ends. In Wireless comnatinic
nodes share a similar frequency band and if thérdg®n
node is not in the transmission range, the souock mwill
take help of intermediate nodes.
Ad-hoc network is dynamically built such that nodsmn
join or leave the network at any time. Since thalew
communicate they establish connection among themsel
These connections are in the form of routing prof&cThe
routing Protocol are mainly Dynamic Source Routing
protocol(DSR),Ad hoc on demand distance vector
protocol(ADOV),Destination Sequence Distance
vector(DSDV).Since  Wireless network carries no
infrastructure, they are exposed to many attacke €uch
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attack named is Black Hole attack. The Black hdtack
fabricates the sequence number and pretends toahiagsh
route to reach its destinatioiMMalicious node does not
process, in fact they respond with false infornratio
claiming the shortest route to forward the pack8is.the
network traffic routes to the destination from tbender
through this the malicious node that disrupt théwvoek
service. The black hole node absorbs the netwafkadr

This paper presents, Types of attack, Black hdigckton
AODV and techniques overcoming Black hole attack
The motive of this paper is to focus on eliminatadrblack
hole attack in AODV protocol.

I. TYPES OF ATTACK
There are two types of Attack Passive attack antivAc
Attack
1. Passive attacks:
In Passive attacks, the attacks are not disrupti@getwork
service. The most common example are eavesdropping
attack and traffic analysis and monitoring
2. Active Attack:
In Active attacks, the attack degrade the perfogeai the
network like altering or discarding data beingletged in
the network .This can be done in internally or exddly in
the network. Let us observe the different techniqoé
attacks in MANET that exploit the network services
2.1. Worm hole attack:
In Worm hole Attack, the Attacker causes vulnertéd
and disturbs the performance of network. It is wdifficult
to detect and prevent this type of attack Worm ladiack is
also known as tunneling type of attack .In thisatthck a
malicious node receives the packet at one locatiothe
network and tunnels them from other location ofwoek
then later, it forwards the packet. An attackerhwitvo
different points connects the network
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Fig.1:Worm Hole Attack| 1] .

2.2. Black hole attack

Black hole attack ighe severe threat on Mobile Ad h
networks. Efore making an attack on AODV routi
protocol, the malicious node trigs find shortest path an
optimal way.

Secondly when the malicious nodes entto the network it
either relays the packet or drops the pa MANET
always falls prey of Black hole attack.

In black hole attackwhen malicious noc enter into the
network it fools the sendeand fabricates thenformation
such as posséng the shortest path and upda the routes
to destination. IPAODV protocol an attacker response
sending fake RREQ indicatirtat it has fresh path to se
node. This means malicious nodants to make friend so
sends request and once requesiccepted, attaer betrays
the sender node.

Due to dynamic forming abpologies, a nmchanism should
introduce that helps in routingrotocols ti differentiate
between fresh and stale information stored by thes. In
AODV protocol, destination sequence number and
count are a major criterion in selecting the rolutegives
indication of how fresh is the route. Higher thejsence
number fresher is the route. Hence the node hathey
highest destination sequence number iven the utmost
importance and is selected in the route discoveoggss
The malicious node now uses AOQWotocolthat helps to
sets its destination sequence number to a highevahd
sends dake RREP to the source that hhighest sequence
number.Now this increases the chance route selection
for routing data packets includes theaakier[1]

2.3 Gray Hole Attack:

This type of attack is also known as routing mishedr
attack which leads to dropping pécketslt has two phase
.In the first phase the node makes publicity ofih@¥resh
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route to destination .In the second phase nodesdtiog
packets with certain modificati
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Fig.2: Black Hole Attack| 1]

Il SOLUTION TO PREVENT BLACK HOLE
ATTACK

When the destination node is attacked byck hole node,
possibility is to find multiple route through which
communication of sourcé destination is initiated .Then
the sourcenode sends ping pacs to find route with
sequence number amécket ID. Whoeve route received
first packet will notdrop and carry this fro source to
destination.
Here the receiver and malicious node in additior
intermediate nodes whoever received the |packets, will
reply the ping packets. The source will che
acknowledgements and process them in order toe out
which of them is malicious node or destination n
First Solution: Detection of Malicioinode
Pramod Kumar SinghGovind Sharm [2] has proposed the
use of promiscuous mode of the node. The promis
node is that if node A and node B are in same rdahge
Node A overhears tand from Node B even if they dor
communicate directly with each otl
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Fig.2:Flow of Hello packet towards destination (a) a good
nodeforwardsit (b) black node does not forward it.[ 2]

As shown in Fig 2 node S wants to initiate commartidn

to node D but here in this case G is malicious ndtbele S
sends RREQ packets in the network and waits for RRE
receive. Now there options

Optionl: When destination node or immediate node
receives RREP packets, a node to its intermediatke n
enter into promiscuous mode and sends Hello mes®age
node D using intermediate node.

If the intermediate node sends the hello message to
destination, then considering the route is saferatise the
route is not safe fearing of malicious node. Thecpding
node later floods with alarm messages to the né&tabout
the malicious node

Second Solution: Second shortest Path

AnandA Aware Kiran Bhandari [3] has proposed tovpre
Black hole attack and to maintain data integritingshash
function.

As shown in above Fig 5 Consider Node A source node
wishes to communicate and forward packets to nqdbe-
destination node. So node A floods with RREQ packet

its neighbors node in search of destination nod&d&w
here node C is malicious node. When node C receives
RREP message from Node A claiming it has the fregh.

So node A comes under influence of malicious ndde
Source node A when receives the first RREP will staft
sending the packets instead its waits for the TkEGREP
packet from immediate node B which is said to beosd
shortest .So the Source node will discard the foste and
take the routes from A-B-F to reach destinationenbd

There could be the case that in a network therehiig
several malicious node. So to ensure the safe tmiteeen
the nodes the hash function is applied on mesJdgehash
value is computed on source and destination noade hash
function computed on source node is SHA-ONE .thghha
function computed on destination node is SHA-TWO. |
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hash values computed on both nodes are outputteshtine
result then the route is safe and message is titiedm
without any error.

If the hash values are not equal then source nadke a
destination node immediately release Data Packedr Er
(DPE) to inform other nodes about malicious node #re
data packets are not safe in future.

Fig.5:Black / Gray hole attack on AODV [3]

Third Solution: Multiple Route to route Data packet

Nidhi Sharma, Mr Alok Sharmal4] has proposed midtip
routes to the destination .The source node pingg#tket
to destination node using more than one route. rblue
has sequence number and packet ids. So that ésig te
identify the data packets. Now there a two podtisl of
attack elimination

A. Multiple route

In this type of Solution, the sender node authetgis the
node that initiate the RREP packet by utilizatidme t
network redundancy. Since any packet can arriven faoy
routes, the solution is to wait for RREP packetatdve
from more than two nodes. As source node buffees th
packet till it ensures the safe route is identifiélhen
RREP arrives to the source it will extract full kst
Multiple node shared same hops. From these same tbop
source and destination can declare the safe route.

If no shared node appear to be in multiple routes sender
will wait for another RREP until a route is idergd or
routing timer is expired. This solution ensure gaety of
the route that leads to destination node but tls¢esy has
flaws of time delay.

B Sequence Number.

Every packet has sequence number .The sequencesnumb
is increasing order. The packet must have highlerevlnan
the current packet sequence number. The nodedaimain
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last sequence number that it receives and veritidr this
packet is originated under same source or not.

The sequence number is updated in routing tablehim
type of solution for every transmission the lastjusnce
number of the packet that it has received is upbatbe
node has two sized tables one to keep last paeketesce
number for the last packet received from node.

Sender broadcasts the RREQ packets to its neighbdhe
table is updated as the packet arrives and deparise
these RREQ reaches to its destination, it initi&EP to
the source.

When an intermediate node has route to destinaiiuh
receives RREP packet, the packet contains lastepack
sequence number from the source to its intermediade

V. CONCLUSION
An efficient and simple approach for defending
AODV.Proposed method can be used to find the sdcure
routes and prevent the black hole nodes in the MRANE
identifying the node with their sequence number;isit
verified whether there is large difference betwetbe
sequence number of source node or intermediate thade
carries packet to destination.
Since black hole attack is main security threat tiegrades
performance of the routing protocol in Mobile Adcho
network. To detect and prevent is one of the ingmurt
factors to ensure better quality of network perfance. In
this paper various techniques were discussed tctand
prevent the network from vulnerable attack.
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