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Abstract—Fingerprint is one of the best apparatus to
identify human because of its uniqueness, details
information, hard to change and long-term indicators of
human identity where there are several biometric feature
that can be recycled to endorse the individuality.
Identification of fingerprint is very important in forensic
science, trace any part of human, collection of crime part
and proof from a crime. This paper presents a new
method of identifying fingerprint in biometrics security
system. Fingerprint is one of the best example in
biometric security because it can identify personal
information and it is much secure than any other
biometric identification system. The experimental result
exhibits the performance of the proposed method.
Keywords—Biometrics Database, Biometrics Security,
Feature Extraction, Fingerprint identification, Minutiae
Matching.

I.  INTRODUCTION
Fingerprint identification is one kind of system relate
two friction ridge or minutiae from human fingeidow a
day electronic voting system is also fingerpringdxh and
Gabor filter is used to match fingerprint [1]. I€cwrity
experts are very cared about the security allegatib
using biometric system on different places.
For identification of fingerprint several methods/ke been
proposed in literature [3]-[8]. Anil K. Jain andadbiang
Feng [3] has proposed a method to match latenefprint
using automated fingerprint identification systefAF(S)
but it is very difficult to match latent fingerptibecause in
latent fingerprint matching, the problems are bad
eminence of ridge imitations, small finger part dache
non-linear altercation and all of that the experitaé
result has shown that uniqueness, ridge feature andp
ridge flow map are the most active structures. Matnad
Umer Munir and Dr. Muhammad Younas Javed [4] has
proposed a method of fingerprint matching using @ab
filter and the method is used a set of 16 Gabader§il
which they used to internment the ridge strong {pain
equally space out alignment. Anil K. Jain, Lin Hong
Sharath Pankanti and Ruud Bulle [5] has proposed a
method of a sample programmed identity-authentinati
system that practices fingerprints to authentictie
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uniqueness of an individual and the proposed ahyaris
alignment-based adaptable identical algorithm this t
algorithm cannot grip huge alignment mistakes angeh
alterations. Lifeng Sha, Feng Zhao and Xiaoou Ti@hg
has represented a method of finding rotation-immreri
orientation point location and the method is based
Minutiae matching to identify fingerprint. A waveéle
transform based algorithm for fingerprint enhancenas
proposed by Ching-Tang Hsieh, Eugene Lai and You-
Chuang Wang [7] and the algorithm can recover nkess
and stability of ridge structures created on theltimu
resolution analysis of universal consistency andallo
alignment by wavelet transform. Anil K. Jain and
Jiangiang Feng [8] has proposed another new mettaid
is created in Euclidean distance between two prall
FingerCodes and Gabor filter is used to detentioboth
local and universal details in a fingerprint aapressed
static length FingerCode.

Biometric is based on the brain and heart sigidisre is
two kinds of biometric identification systems. Qofehem

is token based identification systems. One of tietoken
based identification system and the example ofdfyésem

is password or personal identification number (PIN)
Biometric identifier is cared about the privacy teys of
this information. To use physical characteristice o0
behavioral characteristics of any human to defimeirt
identify, biometric system is very beneficial.

A series of ridges and lines on the surface offiger
are made by fingerprints and to confirm that eagintps
unique, there is a core around which patterns
corresponding swirls, loops or arches. The ridgeivea
from one side of the finger, increase in the ceftaning

an arc and end the other side of the finger, irseéa the
center forming an arc and end the other side ofitiger

is one kind of pattern and this kind of pattercaded an
arch. The ridges arrive from one side of a finger,
procedure a curvature and from the equal side dneye

is one kind of pattern and this pattern is calledpl
Whorl is a pattern and this pattern is called IoMhorl is

a pattern where ridges from circularly around a dtad
point on the finger.

In the analysis of fingerprints, Minutiae and patteare
very important because no two fingers have showbeto
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equal. Minutiae is based on the individual struesum
finger scanning technologies and the ridges ancbius
are characterized by this irregularities. Minutipeints
are local ridge features that happen at otherwisielge
bifurcation or a ridge ending and the ridge endsghe
point where a ridge ends. Where a single ridgesdifices
into two ridges is called bifurcations point.

False accept rate (FAR) and False reject rate (FRR)
two parameters and they are usually used dimerigion
today’s commercial environment and they determime i
today’s commercial and they determine the system
performance and accuracy. False reject is genuine
individual as pretender which is mistakenly recagdi
and the false reject rate is the corresponding eate.

In this paper, the first challenge is to collectiof
fingerprint in digital format using a sensor. Thére
second challenge is to store the components. Then t
third challenge is to employ feature extraction to
procedure a feature vector. The components ofdahtife
vector are mathematical characterizedof the bidogetr
system. The forth challenge is fingerprint matchiog
relate a result which relates features vectorsspadifies
the degree of similarity between the pair of biaost
data. The fifth challenge is decision-maker to agpam
and accommodate system specification.

Contribution of this paper lies in following fouspects:

1. Obtaining data achievement using a digital
sensor in biometric security components.

2. A simple pre-processing step such as Minutiae
matching system is used for fingerprint matching
because Minutiae matching is one of the best
matching because of its reliability of extraction.

3. Then using the biometrics database, fingerprint
is checked to match.

4. Finally, evaluate the performance of fingerprint
matching and make the decision which is
provided here.

Fig. 1 represents the steps of fingerprint matchimg
biometric security which we have proposed in tldpqr.

———————————— ———
Data Feature
Achievement DA SIS |- Extration
Fingerprint ‘
Decision Matching Minutiae
Maker using Matching
——————} Einmet Ics ——
Database

Fig. 1: The structure of proposed method
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This paper is arranged as follows. In sectionHeré is
discussed about the assessment of opposing firigerpr
matching algorithm. Proposed methods is presented i
section Ill. In section IV, the experimental resuls
given. After that in section V, there is discusabddut the
conclusion and discussions.

ASSESSMENTOF OPPOSING FINGERPRINT
MATCHING ALGORITHM

The classifications of fingerprint matching techrég are
of three categories which is dependent on the oategof
features that is used to match fingerprint. Theg ar
Minutiae-based, correlation-based and Euclideataniie-
based fingerprint matching.
2.1. Minutiae-based Fingerprint Matching

Minutiae-based fingerprint matching is fast butisit
challenging to constantly extract minutiae in a rdegul
quality fingerprint image.
2.2. Correlation-based Fingerprint Matching

Correlation-based technique is to support the two
fingerprint images and deduct the input image fribva
original image to realize if the ridges match. This
technique is not too fast like Minutiae matching.
2.3. Euclidean distance-based Fingerprint Matching
Matching is based in a simple calculation of thellEean
distance between the two equivalent feature roatres
hence is enormously fast.

Il PROPOSEDMETHOD
The proposed method is identifying fingerprint gsin
Minutiae matching in biometric security system hesea
Minutiae matching is faster than other fingerprint
matching techniques and this technique gives bedtairlt
than others.
3.1. Data Achievement
Data achievement component obtains the biometti ida
digital layout by using a sensor. In this papeeré¢hs used
an optical sensor contrived by digital biometri€gptical
sensor can change light emissions into electragicats.
It can operate on the standard of the frustrateel to
internal reflection (FTRL). LED light illuminate ¢hglass
platen. A charge-coupled device (CCD) array refkoud
capture light tumbling on the ridges when a finger
positioned in the glass platen.
In Fig. 2, there represents a sensor which can take
fingerprints.
3.2. Data Storage
The fingerprint image is stored in fingerprint dmae.
The fingerprints are stored in the structures degatalong
with the person identification number. To stateesispn
using his identification number and fingerprintdoira
fingerprints database later the procedure of featur
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extraction is the impartial of the enrolment mocin this
paper, the structures from a pattern is used tnelafr
prove the identity of the matter, communicating

process of authentication.

Fig. 2: Optical sensor contrived by digital biometrics

3.3. Feature Extraction
Algorithm 1 represents the feature extraction pdoce

Algorithm 1: Feature Extractic

Step 1. Find the reference point for the fingerprint imi
Step 2. Tessellate the region around the orientation
Step 3. Filter the region of concern warious direction:
Step 4. Find the feature vector.

3.3.1. Finding Reference Point

Reference point has point, orientation and locatkine
features like x and y coordinated, minutiae di@ttitype
and quality isconsisted by a minutiae. The seconc
features are dots, iipient ridges and pores. A set
points represents the secondary features.

In Fig. 3, there represents fingerprints for firgl
reference point.

3.32. Tessdllation

A collection of sectors define the spatial tessielia of
fingerprint image which consists ofeéhegion of interes
Four concentric bands around the core point is hezd
and every band is 20 pixels wide and segmented3#
sectors.Therefore there is 128 sectors and themeofi
importance is a circle of radius 100 pixels, foclaé the
reference point.

3.3.3. Filtering

To confirm that the performance of the structurendd
pretentious by differences in value of fingerpiimages
Gabor filter is one kind of banglass filters of a fingerprir
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enhancement to eliminate the noise and store
structures is comprised in the Minutiae extractimdule

Fig. 3: Fingerprints for finding reference point

3.3.4. Feature Vector

Feature vector is the average of deviation fromntigan.
The average of deviation of each region in eaclthe
sixteen filteredimages defines the components of 2
dimensional feature vector.

Fig. 4: Fingerprints

3.4. Minutiae Matching

When a thinned ridge map is presented, Mint
matching is a minor task. In minutiae matching,hwit!
loss of simplification, it has an importance of oaed
zero if a pixel is on a thinned ridge. The paramsetd the
ridge levelling heuristic are presently fixed totusd
conventional values.

In Fig. 5, the steps of Minutiae matching is preéed

For fingerprint identification, histogram equalizationdk
Fourier Transform is used in image enhancementd.
the nearby adaptive threshold method, image biatwiz
is done.

In Fig. 6, the fingerprint image after Minutiae rclaihg is
represented.

3.5. Fingerprint Matching Using Biometrics Database
There is many different fingerprint biometri
technologies and all of these are available. To a
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highly secure fingerprint in biometrics may
challenging and time-consuming.

Image Enhancement

Preprocessing

Image Binarization

Image Segm entation
Minutiae Thinning
Extraction
Minutiae Marking
; Eliminate False
Post-processing Misation

Fig. 5: Seps of Minutiae Matching

Fig. 6: Fingerprint image of Minutiae Extraction

3.6. Decision Maker

The final step of the proposed method is decisiaking.

This paper is enabled to the user to first arrime of the
two fingerprints in a coordinated pair in a recthdt the
programsprotect nearby on the disk. Then, this pe
enquires for a second copy to be matched agaimx
record in the exploration for a match. The produt
values from each dimension were veri to identify

fingerprint.

After that the decision is taken and itisuct secured to
identify fingerprint.

The Algorithm 2 represents the proposed metho
identify fingerprint.

WWwWw.ijaems.com

Algorithm 2: Fingerprint Identificatic

Step 1. Collect data acquisition using digital sen

Step 2. Store the image of fingerprint in fingerpr
databae with person identification syste

Step 3. Determine the feature extracti

Step 4. Use the Minutiae matching steps for fingerg

matching.
Step 5. Using biometrics database match the fingerp
Step 6. Make the decision for fingerprint identificati

V. EXPERIMENTAL RESULTS
The experimental results have shown about the h
acceptance of fingerprint and the no. of rejectioir
fingerprints.
Table | shows the no. of pairs of fingerprirthe no. of
false accepts, the no. of false rejects, the totdshalue.

TABLE . RESULT OFFINGERPRINTIDENTIFICATION
No. Results
of Threshold No. of False No. of False
Pairs Values Accepts Rejects
10 30 4 (9%, 1 (4%)
15 30 3 (8% 1 (4%)
20 30 3(8%) 1(4%)
25 30 3 (8% 1 (4%)
30 30 1 (8%, 1 (3%)

Here, threshold values are fixed for all of therpaAnd
same threshold value is applied for both false patsceate
(FAR) and also for false rejects rate (FRR). Tham, of
false accepts rate (FAR) is betthan no. of false rejects
rate (FRR). In false accepts rate (FAR), there oad
percentage of acceptance. As the false reject¢FRiR) is
smaller than the false accepts rate (FAR), then
algorithm is in security and is active at

Here, thescheme was wider than the matching sch
which is obtained for the Algorithm 2. The Fingedés
are skilled of seizing more global and local infatman.
The sincere distribution for this method was faithyn
since the Euclideadistance based algoritl uses Gabor-
filters.

V. CONCLUSION AND DISCUSSIONS
In this paper, the presented new method is ideatifin
of fingerprint using Minutiae matching in biomet
security system. To understanding the main ardhite
of biometric security system is very important fibis
work and also to know about theocess of finding out
how a fingerprint verification structure works. kaow
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about all specifications is also very important.eTh
concern of mixture of an ideal algorithm for fingent
matching that design a structure that equals thepgcts
in performance and correctness is of great anxiety
designer.
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