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Abstract— Biometric systems mostly popular in all over
the world because of its user friendly and credible nature
in security. In spite of this advantages, many attacks that
done through synthetic , self manufactured, fake,
reconstructed samples affected on the performance and
accuracy of biometric system which becomes major
problem in biometrics. Hence, new effective measures
have to be taken to protect the biometric systems. In this
paper, we propose novel software based multi-biometric
fake detection system to detect various types of attacks.
The main moto of this system is to enhance security level
of biometric recognition systems through Image Quality
Assessment (IQA) which is one of the liveness detection
method.25 image quality measures calculated from test
image which used to classify between real and fake trait
using Linear Discriminative Analysis(LDA) classifier.
The experimental results is done on the database of 2D
face and fingerprint modalities, shows the proposed
system is ease in implementation in real time application
as complexities is very less because of one input image.
Also this system is fast, user-friendly, non-intrusive which
is more competitive with any other state of the art
approaches, classifies between real and fake traits.
Keyword—Biometrics, Image quality Assessment (IQA),
liveness detection method, linear discriminative
analysis(LDA) classifier.
I. INTRODUCTION
Security became basic need of human kind to distinguish
between known and unknown persons as population
increases day by day which makes difficult to recognize
authorized person. As we talk about security, first name
comes in mind is “Biometrics” as biometrics plays very
vital role in last few decades in the field of security and
many creations has been developed to enhance the
performance and security of biometric systems[1][2].
Inspite of these popularity of biometric systems, main
problem facing by these systems is spoofing attacks.
These attacks make biometric systems more vulnerable
and the performance of systems decreases automatically.
These attacks are in the form of synthetic , self
manufactured , reconstructed biometric samples(e.g.face,
fingerprint, iris, vein, hand geometry) while other attacks
are in the form of mimicry of behavior of genuine
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user(e.g. signature, gait) whose main aim to fraudulently
access the biometric system.
Hence, there are many researches have been taking place
in various organization of this specific area which focus
on this problem. All these spoofing attacks are performed
in analog domain so any digital protection techniques
such as encryption, watermarking, digital signature show
less effectiveness on it.
After previous works and other analogue studies, it is
cleared that there is need to propose and develop a
specific method which can protect biometric systems
against these attacks [3][4].A main aim of researchers are
to design a proper method that make biometric system to
distinguish between real and fake samples which enhance
the security levels of the systems.
There are various anti-spoofing techniques (hardware
or software) available but researchers are more interested
in liveness detection, has ability to discriminate the
different physiological features which use to distinguish
between real and fake traits. This liveness assessment
techniques satisfy certain demanding requirements which
represents challenging engineering problems: 1) userfriendly; 2)non-invasive, means techniques should not
provide harm to users or not comes contact with
use;.3)fast, results have to produce with very reduced
interval;4)low cost, overall cost should be affordable to
user so that the system can publically used;
5)performance, along all these requirement, performance
should check so that false rejection should not degrade[5]
Mostly, these liveness detection methods have divided
into two groups:1) hardware based techniques, where
some specific devices detect fake samples by using the
particular properties of living traits and 2) software based
techniques, where, classification between real and fake
traits is done by using features extracted from the samples
which acquired with standard sensors[5]. Individually,
these two techniques have some drawbacks. If we
combine them together, then security level of biometric
systems get increases. But, software based technique is
more reliable as it is less expensive, less intrusive, easily
embedded in feature extractor module so that it
potentially capable to detect illegal attempt which don’t
come under in spoofing attacks. Also, software based
technique can resist the fake, self manufactured, synthetic
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sample to enter into communication channel between the
feature extractor and the sensors [5].
In software based liveness detection method, many work
has been done in the field of spoof detection and they are
succeed to reduce spoofing attacks, But one challengeable
work has to be done i.e. removal of direct attacks in this
field. Most presented anti-spoofing techniques suffered
with lack of generality [5] ,also their performance is good
while detecting particular spoofs, but efficiency drops
drastically when it comes in contact with synthetic
generated traits. Error rates goes vary continuously when
other database introduced. To remove all these
drawbacks, new software based technique proposed in
liveness detection method is Image Quality
Assessment(IQA).IQA works on the principle that fake
image acquired in the spoofing attacks will have different
quality than the real image taken from sensors[5]. The
proposed system is described in fallowing section:
Previous work had to be done given in section II.
Proposed working mechanism is given in section III.
Experimental results discussed in section IV and
conclusion and future scope given in section V.
II.
RELATED WORK
Liveness detection method in biometric systems become
most popular because of its solutions provided in
engineering problems as mentioned above. In this
technique, many work has been done in particular
forensic area for image manipulation system and
steganalysis [7]. As software based liveness detection
system is more generous than hardware based liveness
detection system, many liveness detection method have
been proposed which based on software. One of these
methods for fingerprint is skin perspiration pattern where
periodicity of sweat and sweat diffusion pattern is
considered to detect fake fingerprints by using ridge
signal algorithm. To improve the performance of this
system ,wavelet transform is introduced which gave
detection rate up to 90% .In this work ,many new
techniques have been added to remove the noises in
samples[10].
Work proposed by A. Antonelli et.al[11] is mostly depend
on the three fingerprint regions: 1) inner region where
pressure of finger has not allow any elastic deformation,2)
external region where the skin follows finger’s movement
as pressure is light, 3) intermediate region which used for
combine inner and external region smoothly using skin
stretching and compression. Same detection system has
proposed on corporal odour [15].
In 2D face based liveness detection system, different
techniques have been used. Liveness detection system
based on frequency and texture analysis is presented by
Kim.et.al.[12] to distinguish between real and synthetic
face samples. Another system is developed by
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J.Maatta.et.al [8]. which based on Local Binary
Pattern(LBP) to analyze the textures of given face
samples. Another face based liveness detection system is
proposed by Lin Sun et.al.[13] based on blinking eyes
mechanism.
These all works have some disadvantages like
complexities and lack of generality which is removed in
Image Quality Assessment based liveness detection
system whose main aim is to classify real and fake
samples using LDA classifier with the help of image
quality measures calculated on the basis of image quality
of an images.
III.

PROPOSED SECURITY PRORECTION
METHOD
The proposed IQA based liveness detection system is
based on the “quality-difference” hypothesis where Image
Quality(IQ) measures are extracted doing comparison of
distorted image with reference images. Fig 1 is the block
diagram of proposed detection system where input image
(Face or fingerprint) is filtered to remove noises using
Low pass Gaussian filter (having sigma σ = 0.5 and
Gaussian kernel size 3×3) by adding blur effect. Filtered
image is compared with reference image to calculate Full
Reference (FR) IQA and No Reference (NR) IQA is
determined predicting the information about reference
image. This IQ measures is extracted using simple
classifier i.e. Linear Discriminant Analysis (LDA)
classifier.

Fig.1: General Block Diagram of Proposed Security
Protection Method based on Image Quality Assessment
(IQA).
The classification of tested image is done based on this
classifier comparing it with training database. Final result
is shown on GUI is whether the sample image real or
fake.
Here, 25 FR IQ measures and 4 NR IQ measures are
determined. Full reference Image quality measures are
determined based on the pixel difference, correlation,
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edge based information, gradient based information and
spectral magnitude and phase of image and so on. While
No Reference (NR) IQ measures are determined on the
basis of knowledge of reference image. The list of all
these 21 IQ measures is given in table 1 with all
descriptions whereas NR IQ measures’ information are
provided in references which given in table.. I is the
in the case of 2D face. Because of all these properties of
this system, the computation load gets reduced.
Classification of image i.e. real or fake is easily done as
feature vector of test image is compared with training
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reference image and I is filtered image by Gaussion filter
[5].
This system keeps simplicity and generality by using only
single input image (face or fingerprint image). As this
system does feature extraction based on quality of image,
it removes the preprocessing steps i.e. fingerprint
segmentation in the case of fingerprint and face extraction
feature vectors, using simple classifier i.e. LDA classifier.
This implementation of our experiment is done on matlab
version R2014a with the help of LDA classifier.

Table 1: Table shows the list of all Full Reference IQ measures with their formulas and descriptions where I denote for
original image which take as reference and is filtered image via Gaussian filter.
Sr.
No.

Name of IQ measures
(Acronym)

1

Mean Square Error(MSE)

Type

Descriptions

FR

MSE(I, I) =

1
NM

I, −I,

max(I )

2

Peak Signal to Noise Ratio(PSNR)

FR

PSNR I, I = 10 log

3.

Signal to Noise Ratio(SNR)

FR

SNR I, I = 10 log $

#
MSE(I, I)
∑

∑

N ∗ M ∗ MSE(I, I)

SC(I, I) =

4.

Structural Content(SC)

FR

5.

Maximum Difference(MD)

FR

MD I, I = max3I , − I , 3

6.

Average Difference(AD)

FR

AD I, I =

1
NM

7.

Normalized Absolute Error(NAE)

FR

8.

R-average MD (RAMD)

FR

RAMD I, I,6R =

FR

LMSE I, I

FR

NXC I, I =

FR

MAS I, I = 1 −

9.

10.
11.

Laplacian MSE(LMSE)

Normalised Cross-Correlation(NXC)
Mean Angle Similarity(MAS)

Mean Angle Magnitude Similarity
(MAMS)

FR

13.

Total Edge Difference(TED)

FR

TED I, I =

FR

TCD I, I =

Total Corner Difference(TCD)
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∑

∑

∑

8

5

∑

7

1
NM

∑

∑

∑

1
NM
1
MAMS I, I =
NM

12.

14.

=

NAE(I, I) =

1
R

I.

5

5

(

.
∑1
+/0 ∑,/0 *+,,

-

.
∑1
+/0 ∑,/0 *+,,

I, −I,

.
∑1
+/0 ∑,/03*+,, 5*+,, 3
.
∑1
+/0 ∑,/03*+,, 3

max7 3I , − I , 3

:h I , − h I , <

∑

I, ∗I,

5

h I,

I,

α,
1

− >1 − α . ? @1 −

I H7 3
3NH7 − N
I H7 )
max (NH7 , N

AI , − I , A
D#
255

FIG+,, − IG+,, F
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15.

Spectral Magnitude Error(SME)
rror(SME)
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FR

SME I, I

1
NM

3F . 3

1
NM

3arg F .

16.

Spectral Phase Error(SPE)

FR

SPE I, I

17.

Gradient Magnitude Error (GME)

FR

GME FM ,

GPE I, I

1
NM
1
NM

3G . 3

3arg G .

3FM , 3

arg FM , 3

I,3
3G

I, 3
arg G

18.

Gradient Phase Error (GPE)

FR

19.

Structural Similarity Index (SSIM)

FR

Description is given in reference [21][22]

20.

Visual Information Fidelityy (VIF)

FR

Description is given in reference[23][22]

21.

Reduced Ref. Entropic Difference
(RRED)

FR

Description is given in reference[24][22]

22.

JPEG Quality Index (JQI)

NR

Description is given in reference[25][22]

23.

High-Low
Low Frequency Index (HLFI)
(HLF

NR

Description is given in reference[26][22]

24.

Blind Image Quality Index (BIQI)

NR

Description is given in reference[27][22]

25.

Naturalness Image quality Index (NIQE)

NR

Description is given in reference[28][22]

IV.
RESULTS AND DISCUSSION
As name indicates, proposed system is liveness detection
system based on emerging new technique Image Quality
Assessment (IQA), all image quality measures determined
with the support of reference images provided in
database.As it is multi-biometric System,
stem, two modalities
i.e.1)Fingerprint and 2) face are taken which provides to
presented system which detects the spoofing attacks as
well as Fraudulent attacks on them. Evaluation is taken
place for each modality with specific manner.
A. FINGERPRINT
As mentioned, fingerprint is one of the modality used in
this proposed system, the database of real and fake
fingerprint is taken from 23 persons where fake
fingerprints is synthesized using material fevicol which is
scanned with fingerprint sensor r305.
All IQ measures are determined on the training database
whose training vector is created using matlab which
compared with feature vector of test samples and
depending upon it, the result shown in message box that
image is real or fake.
www.ijaems.com

(a)
(b)
Fig.2: (a) Fingerprint sensor r305 photo, (b) Synthetic
fingerprint is generated using material Fevicol.

(a)
(b)
Fig.3: (a)Oiriginal
Oiriginal fingerprint image, (b)Fake
Fingerprint image of same person.
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A.
FACE
Other than fingerprint, 2D face is taken as an input in this
system where reference image is captured using high
definition camera while fake image is captured via USB
camera module with the help of photo print of same
persons.
Some of IQ measures are listed in table 2 whose values
for real and fake images are given.
Ranges of values give the difference between real and
fake images which lies in same range , difficult to
separate out, hence LDA classifier is used to classify. All
IQ measures are plotted via graph where no. of real and
fake images is on X axis and ranges of feature values is
on plotted on Y axis. Fig 4 and 5 shows the graph of one
of IQ measures i.e. MSE for fingerprint and face.
The accuracy is calculated by computing FGR,FRR and
HTER where False Genuine rate(FGR) is no. of samples
which are fake but classified as real.

Accuracy =

Accuracy = 84.33%

Table 2: shows the some of IQ measures that values are
calculated for real and fake input samples from feature
vector
Fingerprint
2D face
IQ
measures
MSE
PSNR
SC
AD
MD

Real

Fake

32.7242.61
31.1734.25

22.8843.83
31.7434.43

Real

Fake

1-10

1-3.5

38-46

44-46

1.00831.0297

1.00900.0177

1.00371.0066

1.00481.0066

0.240.3726
61-64

0.24360.33
61-63

0.09820.1691
17-57

0.0820.1199
26-30

False Fake Rate (FRR) is a no. of real sample which give
result as a fake and HTER is Half Total Error Rate which
computed as HTER=(FGR+FFR)/2.In the case of
fingerprint modality, the FFR, FGR and HTER are shows
in table 3:
Where, the accuracy for the fingerprint database is:
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(74 + 66)
166

Fig.4: graph plot of MSE for 20 real and fake fingerprint
images
Table 3: Table shows the values of FGR, FFR and HTER
for fingerprint database.
No. of finger image (FGR) (FFR) (HTER)
166

(a)
(b)
(c)
Fig.4: (a) real image taken as reference image,(b)
photoprint used in spoofing attacks, (c) intex camera
module used to capture photos.
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17

9

13

Similarly, if we provide face image as an input to the
proposed method, FER is zero as no fake samples are
classified as real.FFR is 20 in this case. Hence, HTER is
given in table 4 below:
Table 4: Table shows the values of FGR,FFR and HTER
for face database.
No of Face image
140

FGR
0

FFR
20

HTER
10

Fig. 5: Graph plot of MSE for 20 real and fake face
images
The accuracy is calculated on testing database where both
real and fake database is kept. The classification is done
on the basis of testing vector of test image, training
features and training labels where 1 is denoted for real
and 2 for fake classification. The message box is
displayed on window to show the result is real or fake.
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The result of this proposed system is varies as the
modalities keep changing. The result of both modalities
are above 80%.If we compare both the results then
fingerprint based security system is more vulnerable to
different types of attacks as it is very difficult to find out
the real one and fake one. In case of face based security
method, it is not that tough to recognize real and fake
samples. The accuracy and performance of the proposed
method is varying by changing the types of input. This
system can be used for any type of biometric Modalities.
Hence this system is more advantageous than previous
work.
Table 5: Table shows the performance of the system after
executing the operation result on real and fake samples
and execution time is denoted.
Fac
e

Finge
rprint

Groun
d Truth

Output

Accuracy
result

R1
R2
R3
F1
F2
F3

R1
R2
R3
F1
F2
F3

Real
Real
Real
Fake
Fake
Fake

Real
Real
Real
Fake
Fake
Fake

1
1
1
1
1
1

Execution
Time(s)
8
8.1
8
8.24
8.29
7.54

IV.
CONCLUSION
The main motivation given to propose this system is
vulnerability of available biometric systems to various
spoofing and direct attacks that driven by intruder to
access the system fraudulently. Here, the proposed
liveness detection system based on “image quality
hypothesis which works on the image quality of input
image and extracted the 25 IQ measures that helps to
classify between real and fake samples. From the results
obtained by proposed system, the system is very effective
in fallowing manner:1)the Accuracy is above 95% which
is most important achievement in this biometric system,
2) Error rate is very less so that the performance is
constant, 3)Different types of attacks can be stopped
using this system hence we can say that it fallows “multiattack” property 4)Various type of modalities can be
applied as an input i.e.it is “Multi-biometric” in nature .5)
cost is very less as it is software based method ,6) It is
user-friendly and main advantages are 7) It is more
generous to user and 8) very less complex in nature.
Also, after comparing the result based on the input
modalities to proposed system, conclusion derived is that
the face biometric modality has more accuracy and
performance than fingerprint modalities as more spoofing
can be done in the case of fingerprint and it is difficult to
classify.
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Future scope of this system is that we can give video as
an input so that the any fraudulent activity happened can
be stopped. Also this work can be applied new type of
biometric modalities like finger vein, hand geometry and
many more.
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