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Abstract— Digital steganography is the art and science oftechnique, with quality of any stego images as robd to get

hiding communications; a steganographic system #mbeds
secret data in public cover media so as not to aeoan
eavesdropper’s suspicion. A steganographic systastiwo
main aspects: steganographic capacity and impeiiipf.

However, these two characteristics are at odds ve#ith
other. Furthermore, it is quite difficult to increa the
steganographic capacity and simultaneously mainttie
imperceptibility of a steganographic system. Addigilly,
there are still very limited methods of Steganogsapo be
used with communication protocols, which
unconventional
Digital image Steganography,
communication, aims to convey a large amount ofetefata,
relatively to the size of cover image, between conicating
parties. Additionally, it aims to avoid the suspitiof non-
communicating parties to this kind of communicatidhus,

this research addresses and proposes some methods used with communication protocols,
but promising Steganography mediums.
as a method of secret
theommunication, aims to convey a large amount ofetetata,

improve these fundamental aspects of digital
Steganography. Hence, some characteristics andgpti@s of
digital images have been employed to increase

steganographic capacity and enhance the stego imagéty
(imperceptibility). Here, the research aim is idéad based
on the established definition of the research peobland
motivations. Unlike encryption, Steganography hittesvery
existence of secret information rather than hiditsgmeaning
only. Image based Steganography is the most consyaiem
used since digital images are widely used overlthernet

imageinconventional

correct hidden image. And last LSB as to store iesagith
Key type security built in.

Keywords— digital images, hidden, Steganography,
encryption, steganographic.
I.  INTRODUCTION

Digital Steganography is the art and science ofingid
communications; a Steganographic system thus engseilst
data in public cover media so as not to arouse

represeneavesdropper’s suspicion. A Steganographic systasntlio
but promising Steganography mediumsnain aspects: Steganographic capacity and impébodipt
as a method of secreHowever, these two characteristics are at odds wibh

other. Furthermore, it is quite difficult to incsma the
Steganographic capacity and simultaneously mainthim
imperceptibility of a Steganographic system. Aduitlly,
there are still very limited methods of Steganobsafo be
which
Digital image Steganography,
relatively to the size of cover image, between camitating

parties. Additionally, it aims to avoid the suspitiof non-
communicating parties to this kind of communicatidihus,

an

represent

this research addresses and proposes some metbods t

improve these fundamental aspects of digital
Steganography. Hence, some characteristics ancpiexp of
digital images have been employed to

and Web. However, the capacity is mostly limitedd an Steganographic capacity and enhance the stego imaadity

restricted by the size of cover images. In addjtihere is a
tradeoff between both steganographic capacity atebcs
image quality. Therefore, increasing steganograptapacity
and enhancing stego image quality are still chajles, and

this is exactly our research main aim. To get ahhig communication by embedding messages within oth&erco

steganographic capacity, novel Steganography metheste

(imperceptibility).

. STEGANOGRAPHY AND WATERMARKING
Steganography aims to hide the very existence

objects. However, watermarking aims to protectrigbts of

proposed. The first method was based on using &® n the owners of digital media such as images, musieo and
overlapping blocks and quantization table for DCTthw software. Even if people copy or make minor modifign to

compression. Second method incorporates

Www.ijaems.com

the DWihe watermarked file, the owner can still provesihis or her
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file. Thus, both of Steganography and watermarkirggforms

with least significant bits (LSB) is worked out [8Mrs.

of data hiding and share some common charactaristicKavitha 2012, here a brief idea about the image

Nevertheless, the goal of Steganography is the edduk
message while the goal of watermarking is the colagect
itself. Watermarking is a data hiding techniquet theotects
digital documents, files, or images against remowdl
copyright information. Even if someone knows that
watermark is exist (i.e. visible watermarking) ingaen
object, it should be impossible to remove the watgk from
the watermarked object without causing distortiom
destroying the original (watermarked) object. Tagpect or
feature of watermarking is known as “robustnesgcéxding
to the kind of embedded information, two techniquas
document marking can be distinguished: watermarking
fingerprinting. Watermarking is the process of eddieg a
specific copyright mark into digital documents imetsame
way. On the other hand, in order to detect any krek
licensing agreement, a serial number is embeddeevémny
copy of this digital document. This process is knoas
“fingerprinting”. Even if these markings are detstt it
should be practically impossible to remove them.

lll.  LITERATURE SURVEY
Rasha Adel Ibrahim et al. 2015,here working on Fractal
compression is done on various fractions of imagelying
on the fact that parts of an image often resemtblergarts of
the same image. It takes long encoding time anectffthe
image quality. Here an improved model integratingrized

steganography that make use of Least Significaht(lESB)
algorithm for hidding the data into image is impkted is
faster and reliable and compression ratio is madera
compared to other algorithm. The approach providgber
asecurity and can protect the message from stegokatt The
image resolution doesn't change much and is neigigihen
we embed the message into the image and the insmge i
o protected with the personal password. So, it ispoasible to
damage the data by unauthorized personnel [12].aAdn
Gutub, Mahmoud Ankeer et al. 2010, Image based
steganography uses the images as the cover mefikid a
commonly used technique in this filed. Several ades of
utilizing least significant bits within images aagailable. We
merge between the ideas from the random pixel ndatipn
methods and the stegokey ones to propose our wdrich
uses the least two significant bits of one of tharmels to
indicate existence of data in the other two channitis work
showed attractive results especially in the capadithe data-
bits to be hidden with relation to the RGB imageehs [2]. A.
Daneshkhah 2010, proposed the two bits of message i
embedded in a pixel in a way that not only the Leas
Significant Bit (LSB) of picture element is allowéa change
but also the second bit plane and fourth bit plareeallowed
to be manipulated, but the point is in each embeggdrocess
only one alternation in one bit plane is allowedhé&ppen. It is
compared by the method LSB-Matching, the resuliswsh

quad trees and entropy coding used for fractal @nagthis method has an acceptable capacity of embedtiitegand
compression which results in improving the recoslere hardly is detectable for Steganalysis algorithm {3] Huang

image’s quality and compression ratio significanthn

different types of images and encoding time. Héerere
decreasing in images sizes making less encoding, tbut
decrease image quality [17]. Vinayak S. Dhole et24l15,
here studies of different existing methods are utised. A
new method of watermarking named self-embeddingil&a
watermark technique is worked out. Embedding isedon
two phases one with own image and another with nvetek

image. Combinations of above two images are todsel dor
generation of final watermark image. Self-embeddnagjile

watermark technique is useful for image recoverhwigher
recovery in tamper region which gives more accuratever

2010, proposed the problem in LSB Matching Rewukite
(LSBMR) algorithm to make regions selection on ie&do
find suitable area. By counting on each pixel we dacide if

it should be protected. It can improve the visual
imperceptibility and detectability of the LSB maiudp
method. By adjusting the parameters of neighboxelpj the
max embedding capacity can be increased as neddgd [
Sujay Narayana and Gaurav Prasad 2010, the sciehce
securing a data by encryption is Cryptography wéerthe
method of hiding secret messages in other messages
Steganography, so that the secret's very existeisxce
concealed. The term ‘Steganography’ describes ttthaod of

image in comparison with other existing methods].[20 hiding cognitive content in another medium to avibédection

C.P.Sumathi et al. 2013, in this author attemptea@rialyze
the various techniques used in Steganography aiderify
areas in which this technique can be applied, st the
human race can be benefited at large [7]. Gurfg¢aat 2013,
here a technique of data hiding, which provide ggcaf data
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by the intruders. This paper introduces two new hoes
wherein cryptography and steganography are combtoed
encrypt the data as well as to hide the encryptath ih
another medium so the fact that a message beingisen
concealed. One of the methods shows how to selcarienage

Pagd 1458



International Journal of Advanced Engineering, Margement and Science (IJAEMS)

Infogain Publication (Infogainpublication.com

[vallssue-9, Sept- 2016]
ISSN: 2454-1311

by converting it into cipher text by S-DES algonitfusing a

5.1 RESULTS USING LSB TECHNIQUE

secret key and conceal this text in another image bFigure 1.2, shows the window in which insert andrast

Steganographic method. Another method shows a regnofv
hiding an image in another image by encrypting ithage
directly by S-DES algorithm using a key image ahe dtata
obtained is concealed in another image. The praposethod
prevents the possibilities of stego analysis als. [

IV. METHDOLOGY

Start the process for
hiding data/ text/images
I

h +
Embedded and extract Apply DWT by dividing Applvthe stenography
DCTasa block of 8x8 on level decomposi tion technique LSB
+
Save the output image i R‘?ﬁd the textand image
in any format. (hidden data)

Apply  stenosraphy  for
hiding data to inssrt the
embedded imags

]

Save the embedded
image in the directory

Insert the privacykey
for hiding data

’—.

To extract the embedded image
perform inverse of any
technique

Browse the original image in
which fext and image is
inserted.

Insert the privacy key to extract
the original and hidden data.
Show the hidden message.

V. RESULTS
The work Data hiding using color palette in sterapipy
shows different results that are shown below. Tigeré 1.1
shows the starting of the work, with three buttdds.clicking
first button DCT technique working as stenographithw
watermarking will be running. On clicking Secondttbn
DWT technique will be run. On clicking third buttdrSB
technique will work. Below figure shows the stagtiwindow.
= i

T

] watermarking as stegnography |

Fig.1.1: Starting Window for Steganography withet@r
different buttons
www.ijaems.com

button is provided for selecting options as ingertton to add
original image and the image or text to be marked f
embedding and second button extract get out baiginal
and hidden data. Third button compatibility infotioa

shows the ASCII code on clicking on it.
.. . oy

Fig.1.2: Window for inserting and extracting imagesng
LSB technique.

Figure 1.3 and 1.4, shows the adding informatiorsadrce

image and hidden image or text selection infornmatio
EEET Qe

H

Fig.1.3: Window for inserting of source file andater image
as hiding using LSB.

Figure 1.4 shows, how to select the source file atdl text
with security key as hiding into image itself. mg window a
text box is shown with source file to be selecbeginal file

as to be inserted as cover image. Then outputdite with

edited text is shown in window which indicates thettat

image name is to save in database after addingtdestver
image and security key. Three extensions are sla®nn save
output image with radio button as .bmp, .png,..tfter this

window is shown with to radio button for selectiohtext or

image to be used as hidden data under cover inRagk.is to
be provided of hidden image or write text on itemrsecurity
key is to e provided and remember that key as nkdale
extraction process. At last click on insert buttdor

embedding process.
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i =

HIDDEN TEXT / IMAGE

ranprast kaur

Fig.1.4: Window after insertion of source file aext as
hiding using LSB.

Below figure 1.5 shows the window in which aftesertion of

source file and hidden text with security key shothe
original and hidden image as named mentioned itpubdiext
box.

View Incert Teoolz Decktop Mindow  Help -

Eil A 1
Me e b = DS »2- =0 =

Original image: "32.jpa"

ol
e

Hidden image: "mi png’”

IEig.l.S: Window after insertion Showing Originaldaklidden
image.

In figure 1.6, Extraction process is explained ihich a file

saved is used as source file for extracting theldndimage

and security key is to be provided. At last cliak extract
button for getting back original and hidden textroage.

Hidden lmage (opathk | mipng

[¥] Key (to add nidden ... 187 integer number

Ty

| . T |

Fig.1.6: Window for extracting source file and hﬂ'iﬂdtextA
using LSB.

Figure 1.7 to 1.9, shows above insertion and etitnac

process for hiding image respectively.

Www.ijaems.com

e i '

Bl stegemb

[E=mmm——)

| any format any extension

o < bmp & pog T

HIDDEN TEXT / IMAGE

logo2.png.

71 K (©ptionan:

Fig.1.7: Window after insertion of source filg amlage as
hiding using LSB.

(B Figur=1

Ede Edit  View Incert  Tools Decktop Mandow  Help =
DB | h RS0 DE L 20| m o
Original image: "32 jpg’” Ifidden image: “mik pog’”

'l = i I
d

¢

Fig.1.8: Window after insertion Showing Originaidtden
image and covered image.

Above figure 1.8, shows the images after inseréisroriginal
means source image, hidden image as logo whichléxted
to be hide as image and last as output image sawtd
named as mention which is to be extracted aftedisgrvia
internet for security with key.

BN stegewr

[ ] |

Hidden Image (o path): micpng

] Key (to add hidden ... 167 integer number

l — UM_Typs

- - 3

Fig.1.9: Window for extracting source file ar-ld hastdimage
using LSB
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Bl Figur= 1 — L
Fil Ed Nie Ins Too esh Winc Bie =
._,,_,__l ——— T - - B =T " B -
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E}d:mztadﬂ‘id{i_e{tlrtmgar

= '
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Fig.1.10: Window after extracting showing hidderage

Figure 1.10, shows the logo which has been useditttten
message with source file as covered image aftelyiagp
security key is extracted.

5.2 RESULTS USING EMBEDDED AND EXTRACTING
(DWT) TECHNIQUE

The data hiding as image using color palette ineztdbd and
extracting shows us different results as descriipdw. The
figure 1.1 shows the starting of the work, where heae to
choose the operations DWT button firstly, for endedi and
extracting the hidden image or text into originadage and
vice versa, the results of embedded image is shnviigure
1.11to 1.17, figure 1.11 shows the original imag&2 shows
us the hidden image which is to be embedded anudefig).13
shows the actually embedded image with hidden tiathe
original image. Figure 1.14 shows the extracted gena
showing hidden image. 1.15 shows the original aad &s
hiding under it is worked in window. Figure 1.1608vs the
actually embedded image with hidden text as coveregje.

[

af o o8 ] 9] = =~ 5
frasedten

et T

Fig.1.11: Original Image for embedding using DWT
technique
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Fig.1.12: Hidden Image to be embedded in Origimahge
using DWT

it T el (T} = i (T 1
aeura

Fig.1.13: Image after Embedding using DWT technique

[rep——

e
|

Esmig Bpsana i)

e

w |

Bt oot

Figure 1.14: 7Image after Extracting hidden Vimag'ngQWT
technique.
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embedding message and last button extraction pofmes
Extracting message again back which was embedded in
inputted image as with figure 1.18 to 1.24.

BN cct1 ==

“ﬂgna mage

Message Image

Fig.1.15: Original Image and hiding text for embedylusing
DWT technique

62 = - 1]

Fig.1.16: Shown embedded text with original Imageaver
image using DWT

Ernsam e ] 02 = — e
- e

Fig.1.17: Shown extracted text from cover imagagIWT

5.3 RESULTS USING DCT TECHNIQUE

The data hiding as image using color palette in DCT| m|

techniques shows us different results as deschieémiv. The
figure 1.1 shows the starting of the work, where heae to
choose the operations as DCT clicking on buttonnew
window open in which we will select some buttorldad the
input image, hiding image/text, embedding process f

Www.ijaems.com

g . F%
npu n X =
4 1
i - E-3
et ) Lo
i ——————— oga o
| e
1 g2 02
St
l 7‘ o 3 o
I

Embedded Text Extracted Text

Fig.1.18: DCT technique for Original and hidd'en igea

Figure 1.18, shows the original image as inputtedge after
clicking on input button on which we have to emtbeé
message or imagi. also shows the message imagewhich is to

be embedded.
B ot e i ] |

ngnslimage Méssage Image

1
0.8
0.6
04
o2

=] o
Embedded Text Extracted Text

| Embadding Process fext |

| Extraction Process text |

I lim |

Fig.1.19: window for selecting original image usibgT
Technique

Above figure 1.19, shows the embedded image asredve
image after selecting embed msg or image with waigi
image.

BN cctx [

!ngn al Imags

Message Image

A

Estracted image

‘ . Extraction Process text |

>

[ —T—;

Erbedded Text | ExtractedText

Fig.1.20: Shows the extracted hidden image using@.DC
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Above figure 1.20, shows the extracted image agé@mwehich
is used for hiding after clicking on Extraction pess button.
Now same process is worked out for text hiddinde&ehe
embedded message/text with original image by aigkon
load image button and writing hidden text in thet teox.

‘ Input image ‘
| Input hidding imags |

Manpre=t Kaur|

|Em.bedtt'u\gl-"vmzssimge| 1

‘-Bd.ra:bun Process image \ o8 08

[ emocsang erocessrext | o

_—— 04

| . Extraction Process test |

e 02
[ = | ol

o
. 1 5
Embedded Texi Extracted Text

- Fig.1.21: Window showing hidding msg/text and Ovadi

Image
B dct1 i ]

Ingna mage
-
>

| Input image. |

! | Input hidding image |
lanprest Kaur

| Embedding Process image ‘

|> Extraction Process image |

l !Ni Embadding Process fext ‘

| Exiraction Progess text ‘

[ e |
j| Frbeddcdod Manprest Kaur

Fig.1.22: Embedding Window with DCT

Above figure 1.22 shows the window after embeddiraress
as embedded or covered image showing hidden msgtex
embedded under original image. Below figure 1.28wss the
embeddded message/text with original image aftecqssing
extracting text process.
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B ot i

!ngna mage
x

| Input image |

‘ Input hiddiing imags ‘
Wanprest Kaur
‘Embedlfng Frocess.image | 1 [ 1

| Extraction Process image |

‘ Embadding Procsss text |

| =

= i
|| Embedded Text Manprest Kaur Extraciod Tt Manprest Kaur

Fig.5.23: Extracted hidden text/msg using DCT téqgha

Above, we have discuss three different techniquaginiy
different methods to encode and decode image with dr

images.

VL. DISCUSSION
Here, calculation of PSNR and MSE value are used as
parameter for embedded image with msg as encoded fo
stegnography with DCT, DWT and LSB technique. As
requirement is what are the difference lies betwaléthese
techniques as while encoding and decoding the mgessch
as image or text.
Above, we have discuss three different techniquaginiy
different methods to encode and decode image wébsage
or images for stegnography.
Table 1.1: Comparison of techniques by parmetelB&NR
and MSE

Cover Hidden | DCT DWT LSB
Image Image

MSE
PSNR

N
\‘
N
(00]
N
N
N
\‘
w
w = N MSE

3.2 |28 |35 | 541 |1
38 [ 29329 |95 87
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” 229 |38 |28 |21 |5.49 |1.
/MLl | 45 33 | 492 |53 |88 83
X 4

As discussed psnr and mse are two parameter used
comparing three techniques. PSNR should be highh®H
should be Low for best result. From above table il.ls
concluded that LSB is best technique as comparezligh
both parameters. From below figure of graphs 1r2d =25,
describes about three techniques results. Frone thesults
conclusion is that LSB have compatively best resadt output
and can work on any type of images. DWT can alsikwath
any type of images but its parameters are lesertiéén LSB.
DCT technique works best with black and white iemgnly.

VIL. CONCLUSION
Steganography is a really interesting subject anside of the
mainstream cryptography and system administratiah rnost
of us deal with day after day. Steganography candeel for
hidden communication. We have explored the limifs o
Steganography theory and practice. We printed et t
enhancement of the image Steganography system LSBg
approach to provide a means of secure communicafion
stego-key has been applied to the system duringedmént
of the message into the cover image. This Stegapbgr
application software provided for the purpose tevio use
any type of image formats to hiding any type oédilinside
there. The master work of this application is ipporting any
type of pictures without need to convert to bitmapg lower
limitation on file size to hide, because of usingximum
memory space in pictures to hide the file.
Since ancient times, man has found a desire iralfilgy to
communicate covertly. The recent explosion of regdean
watermarking to protect intellectual property isdence that
Steganography is not just limited to military orpesmage
applications. Steganography, like cryptography] pihy an
increasing role in the future of secure communicain the
“digital world”. The proposed scheme used in thisrkvis
encrypts the secret information before embedding ithe
image. Certainly the time complexity of the ovenatbcess
increases but at the same time the security adhiavehis
cost is well worth it. In this invisible watermankj is used
with Steganographic techniques. We have explaihedasic
mechanism of our proposed model and it is an atem
approach of Steganographic. It is not pure Stegapbic
technique but the effect is same with some addition
advantage. First advantage is the data file areter€e image
is going through the open channel separately. Bs&clresult

Www.ijaems.com

is interception of any one cannot provide desirbgedive.
Second advantage is that any amount of data can be
transmitted using the method because it is not ri#ipg on
the size of image. Final advantage, the said methodbot
%ffecting the image. There is no change of qualitg color
change of reference image. It is most vital achieset of
method.

The algorithm time complexity is simple and always
proportional to O(n). The performance of hidingaalthm is
totally depending on the length of text to hide eime of
image. Similarly unhidden algorithm is reverse s of
previous one and complexity character is same.

VIIL. FUTURE SCOPE
This Dissertation is developed for hiding infornoatiin any
image file. The scope of the work that is impleneenof
Steganography tools for hiding information includesy type
of information file and image files and the pathemdthe user
wants to save image and extruded file. In cryptplya
information can be accessed by any unauthorizesbpeihe
secret information can be loss the data and leakhge
information. We solve this problem of loss data the
Steganography. In the Steganography do not acdess t
information by the unauthorized. The security igitable for
every information and personal data with the help
Steganography.
At end, this can be said that the aforesaid methag be
improved, instead of text small image may be hidingisible
watermarking may be used or much improvement s fieid
may be incorporated in future. Lastly it is expéctey the
authors that any kind of future endeavors in thésdfwill
definitely route it a path to design a secure systsing the
proposed algorithm for both Internet and Mobile
Communication Technology.
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